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e INTRODUCTION

’his report describes the use of a terminal connected to a
Terminal IMP (TIP) in the ARPA Network. The report assumes that the
user knows how to operate a server Hos: system somewhere on the
network once he becomes connected to that system, and the report
defires the procedures and options the user has available to establish
that connection.

The ARPA letwork, IMPs and TIPs, hardware maintenance, TIP
operation, and formats and protocols are not described here. The
bibliography (Appendix C) lists the relevant documents.

At the time of this writing we at Bolt Beranek and Newman
Inc. (BBN) have operated the TIP extensively with the following
terminal types:

KSR-33 Teletype

KSR=-37 Teletype

IBM-2741 (Correspondence)?*

IBM-2741 (P.T.7.C. *

DATA 100 (at 113, 150, 300, 600, and 1200 bps)

EXECUPORT (at 110, 150, and 300 bps)

INFOTON VISTAP I (at 110, 150, 3060, 600, 1200,
1800, 2400, and 9600 bps)

IMLAC PDS-1 (at 1800, $600 bps, and synchronous)

ODEC 132 LINP PRINTER

TELETYPE INKTROMICS (Line printer)

TI 733

DATA PRODUCTS LINE PRINTER MODEL 2410 or 2411

Where possible, all these devices have been operated with direct
connections to the TIP and also over a 103A dial-up modem.

We have also briefly operated the TIP or heard of the TIP being
operated with a variety of other types of terminals. These are listed
in Appendix D. For your own safety, before you purchase any terminal
listed in Appendix D or any other terminal for use with the TIP, you
should check with BBN and try it with a TIP,

The TIP can also bhe configqured with a magnetic tape drive as
discussed 1in Section 8.

*For a 2741 to operate with the TIP, the 2741 must have the transmit
interrupt oupticn and receive option.

r—
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2. THE NETWORK VIRTUAL TERMINAL

A key concept in the use of the network is the notion of the
virtuil terminal. Instead of asking each Host system to cope with
every iterminal type at every other Host in the network, we ask the
Host &o cope with a single (imaginary) terminal called the Network
Virtual Terminal. Your TIP will translate the data you type to make
it look like virtual terminal code, and translate the remote system's
response back intoc your termiral's code. While we will often pretend
that this translation does not exist, it is, in fact, always present
and of crucial importance to the user.

It is probable that the manual describing the use of the remote
system is written in terms of a user at the virtual terminal, most
likely as a system description based on local terminals plus an add-on
piece telling how to wuse the virtual terminal as a local terminal.
Virtual terminal ccde may include symbols which do not exist on your
own keyboard. Combinations of your available characters are used in
such cases. You may even find +that the translation makes your
terminal different from a local terminal of the same make. We have
tried to minimize this problem.

The Network Virtual Terminal has 128 keys, often in upper
case/lower case pairs. These keys correspond to the full ASCII set.
In addition, there are a few control keys, like the "BREAK" key. The
terminal 1is capahle of full ancd half duplex operation, under control
of a user-oriented switch. The meaning of the control keys and the
way to enter the full 128 keys from each of the terminal types which
the TIP supports is described in Section 6 cf this report.

The user talks to the TIP after the code conversion has been
made; that 1is, the TIP expects wvirtual terminal characters. The
descriptions below are in terms of virtual terminal codes.
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3. THE " TP COMMAND FORMAT

The user at a terminal will at various times be talking directly
to his TIP instead of to the remote Host. A typical message of this
sort might look like:

P OPEN 15

Such a command always starts with symbol @ and ends with either a
linefeed* or a rubout, depending on whether the user is satisfied with
the command or wishes to abort it. "he only exception to this rule is
the specific command

d

which inserts an @ in the data stream to tho Host. Commands may occur
anywhere, and need not start on a new line. Upper and lower case may
be freely intermixed in the command.

Between the @ and the linefeed there will typically bhe ocne or
more words to identify the command, jperhaps followed by a single
parameter. The TIP is not very sophisticated, and thinks the orly
important thing about a word is its first letter. This permits the
user to abbreviate a bit; the¢ more wusual rendering of the first
example might be:

an 15

Once the user has started typing the parameter of a command the
old value of the command will have been destroyved, and cannot be
recovered by aborting the command.

Almost without exception the effect cf a TID command is to set a
parameter or mode for the terminal. Fven appar-ently direct commands
like

4 OPFN 15

(which initiates an elaborate exchange of messages resultina in a
connection to the remote Host system) actually set a mode flaag to
request the appropriate action when the TIP is frece to undertake it.
To understand the TIP bchavior is really to understand the complete
set of parameters and the commands to change them, Normally, any
parameter can be changed at any time by the user at his terminal.
Exceptions occur when the uscr tries to change connection parameters

*Or. 2741 terminals the rcturn key transmits carriage-return/ linefeed
to the TIP and ASCII terminals are normally orcrated in a mode where
typing a carriage-return is interpreted as carriage-return/linefeed;
both car be used to terminate TIP commands in addition to a linefeed
alone.

3-1
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on an open connection. An @OPEN 13 executed while talking to Host 15
would generate the error message "Can't" (the connection to Host 15
must be closed before a connection can be opened to Host 13).

Commands often consist of se'eral command words; for example,
@ DEVICE CODFE ASCII
Such commands may be abbreviated; tor example
@DCA

The spaces are required: @ DCA is not a 1legal command. Upper and
lower case letters may be freely intermixed.

An unusual variation in command format is to place a number
between the @ and the first word of the command. 1In this case, the
command is not meant for the terminal tyning but for the terminal
attached to the port of that niv.nber on the same TIP as the user. This
feature is described in some dGetail in the section on unusual uses of
the TIP, section 5.
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4. TYPICAL USFE OF THE TIP

In the normal course of things, a user will go through four more
or less distinct stages in typing into the net. First, he will he
concerned with hardware-power, dialing 1in, etc. Then he will
establish a dialogue with the TIP to get a comfortabhle set of
paraqeters for this usage. Next, he will instruct the TIP to open a
cornection to a remote lost; and finally, he will mostly ignore the
TIP as rhe talks to the remote Host. The following sections will
describe these stages in more detail.
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A. Hardware Stage

The hardware stage is primarily described in Section 9. This
section describes oniy the final step of this stage, when the TIP
detects a terminal on one of its previously idle lines. At that point
the TIP normally goes into a "hunt" mode. 1In this mcde it expects the
very first character it sees to describe the t.~rminal, according to
the following scheme

ASCII Terminals at 110, 150, or 300 baud type FE. (Note
that this must be upper case.)

2741 Correspondence Terminals type j, 4, o, or 1 depending
on the element used with the terminal -- see Table 4-A.

2741 PTTC Terminals type:

6 for model* 938, 932, 961, 362, or 957
o for model 942 or 943

v for model 947 or 948

f for model 963, 996, or 998

ASCII Terminais transmitting at 110 but receiving at
1200 baud type D. (Again, upper case)

The TIP will deduce terminal rate, character size, and code
conversion based on the character typed. When the TIP makes its
dscision it types out TIP's name in the terminal's own language
followed by the version number of the TIP software system and the
octal port number. Then it is ready to gc. If no TIP name appears,
or if garbage appears, hang up your data set and redial. For direct
connections Power Off is usually equivalent to hanging up.

Some terminals need special delays at the end of their 1lines 1in
order not to lose characters when running at high speed. The TIP
currently knows how to do this timing for the ODEC 1line printer and
several other devices. The two commands

@ DEVICE CODE EXTRA-PADDING
@ DEVICE CCDE OTHER-PADDING

will instruct the TIP to insert these delays. One device we know of,
a Model 37 Teletype, requires a special parity computation to be able
to print correctly. The command

@ DEVICE CODE 37

*The model name and number is stamped on the top of the element. If
you can't find it, trial and error works. Try "f" first.
-2
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instructs the TIP to insert the proper parity; when not in this mode
the TIP sets the parity bit to zero for all output characters. Fchoed
characters are echoed withcut parity calculation. These commands are
discussed more fully in section 5.

On all terminals which hunt to 300 baud, Device Code
Extra-padding (@ D C FE) automatically will be in effect. On all
terminals which hunt to 150 baud, Device Code 37 (@ D C 3)
automatically will be in effect. These effects can be canceled with
the command @DEVICE CODE ASCII (@ D C A).
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Hunt Character to be .sed for .™ .41 Correspondence
Type Elements

NUMBER NAME HUNT CHARACTER
001 Scribe 4
005 Letter Gothic 4
006 Manifold 72 j
067 Flite 72 * 4
c08 Pica 72 * 4
01° Manifold 72 j
012 Prestige Elite * 4
014 Light Italic b
n1s Courier 72 * 4
019 Manifold 72 j
020 Dual Gothic 4
021 Dual Gothic e}
025 Scribe o)
026 Elite 72 * o
027 Pica 72 * o}
028 Manifold 72 (o}
0629 Courier 72 * @
030 Adjntant 4
031 Adjutant o}
032 Light Italic o]
033 Frestige Elite * o)
034 Script o]
035 Delegate o)
036 Advocate o)
n39 Letter Gothic o
043 ASCII 1
050 Advocatr 4
053 Artisan 12-72 L]
055 Artisan 12-/z o
059 Orator j
060 Orator o}
067 Courier 12 4
068 Courier 12 o}
070 Delegate 4
085 Courier 72 4
086 Courier 12 Italic o)
090 Script j
125 Prestige Pica o
129 Adjutant o
130 Advocate o}
131 Artisan 12-72

132 Courier .
133 Courirr 12 Italic (o}

* These type elements can be customized for you. Contact your
local IBM office fo: information.u 7
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124 Courier 72

135 Delegate

156 Dual Gothic

137 Elite 72

138 Letter Gothic

139 Light Italic

140 Manifold 72

141 Orator

142 Pica 72

143 Pres*ige Elite 72
144 Scribe

145 Script

154 ASCIX

158 Bookface Academic 72

l61 Large Elite 72

O0O~OO0OO0OO0OO0OO0OO0O0ODO0O0O0O0OO

A\

Bolt Beranek and Newman Inc.
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B. Fstablishing Parameters

In stage two, the user 1is Cconcerned with initializina
parameters. The naive user should skip stage two and accept the
TIP's default parameters until an obvious problem arises. The
following questions are answered in stage two:

1. When shall the TIP send off messages to the remote Host?
Here there are several options. (The TIP is initialized to send
on every character, which is simple but inefficient.)

@ TRANSMIT NOW

@ TRANSMIT ON MESSAGE-END
@ TRANSMIT ON LINEFEED

@ TRANSMIT EVERY #

TRANSMIT NOW causes the message currently beinag accumulated
to be sent as soon as possible. TRANSMIT ON MESSAGF-END causes a
message to be sent as soon as possible after an ASCII DC3
(control-S) is encountered. TRANSMIT ON LINEFEFD) causes a message
to be sent as soon as possible after a 1linefeed 1is encountered.
Additionally, both ‘TRANSMIT ON MESSAGE-END and TPRANSMIT ON
LINEFEED cause characters to be accumulated in the messaage buffer
until it is almost fuli. TRANSM™T EVERY # causes a mescage to be
sent as near as poscible to every #th character. The command
TRANSMIT EVERY 0 will reset the 'TIP to 1its 1initial state,
transmitting every character. If the parameter to TRANSMIT EVERY
is a large number (e.g., 250) the TIP will save up as many
characters as it can before sending a message, but does not offer
any guarantee that the total number specified can be buffered.

2. Who shall echo, and wnen? Echoing is a complex problem,
without any neat solution. We have chosen to give the user the
means to tell us how he wants it done, since it is hard to guess
correctly in advance. Basically, echoing can occur at the
terminal hardware. in the TIP, or 1in the remote Host. The
corresponding TIP commnands are:

@ ECHO HALFDUPLEX ( ‘cho at terminal)

@ ECHO ALL ( thc at TIP)

@ ECHO NONE {tcho at remote Host)

@ ECHO REMOTE (Send TELNET "remote echo" ad
perform internal @ E N)

@ ECHO LOCAL (Send TELNET "local echo" and

perform internal @ E A)

In the ECHO NONE mode, although characters for the remote Host are
not echoed, the TIP will echo commands. Network protocol
specifies that echoing shall start out in the @ ECHO ALL or @ FECHO
HALF modes. The TIP will ¢try to guess from the terminal type
which of the two is appropriate. The goal of echoing strategy is
to avoid the unreadable alternatives of the blank page and the
doubling of every character. The naive user is advised to accept
L-6
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the TIP's default parameters until trouble of this sort arises. A
2741 is incapable of changing echo mode; it is always echo
halfduplex.

To allow more complex echoing conventions, the TELNET
protocol provides a mechanism whereby the remote terminal user may
instruct the serving Host whether or not to echo chara.:ers. The
ECHO REMOTE and ECHO LOCAL commands at the TIP allow TIP users to
use this mechanism after the connection is made.

Finally, many Hosts which provide service request the TIP to
allow them to do the echoing. The TIP always grants this request
(even for 2741 terminals). The user, if he does not desire this
mode, must cancel it AFTER the connection to the Host is
established.

4-7
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C. Connection to Remote Sites

In stage three, the user is concerned with establishing a
connection to a remote site.

@ OPEN 15

—aa s

to the queue of users waiting for the TIP's connection mechanism".
Appendix A lists the Host numbers of all the sites currently in
the network.

This amounts to "set the llost number parameter" and "add :thz user

Connecting to a Host requires establishing a bi-directional
link, so that the terminal can send characters to the Host and
vice versa. The request to connect to a Host 1is thus really a
request to establish both transmit and receive sections.

When the user reaches the head of the queue waiting for the
TIP's "connection" mechanism, the TIP will type "Trying...".

Following the message "Trying", the user will receive some of
the followinag messages:

Open success*
Net Trouble remote site cannot be reached
Refused remote site up but refusing

liost Scheduled Down Until Sat. at 1850 GMT
Host will be back up at time and date
indicated

Host 'nscheduled Downrn Until Sat. at 1850 GMT
lflost will back up at time and date
indicated

fost not respornding
Remote site not up, unknown when up
service will resume

ICP Interfered With
The Host has not performed the ICP
correctly and the TIP has refused
to open a connection.

The connoaction mechanism will run continuously until a state
described above occurs. This can be annoying when the remote site
is obviously not going to respond. The command

4 CLOSF

*"Open" indicates both halves of the TELNET connection have bheen
opened simultaneously. Sometimes "Open R" followed by "Open T'
(rv vice versa) will be printed; this tco indicates both halves of
the connection have been cpened, but not simultaneously. If only
"NOpen R" or "Open T" is printed, then the server Host has failed
to open one half of the TFLNET connection.

L-&
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will abort the current connection attempt. The user is then free
to reattempt to open the connection or to attempt to open a
connection to some other Host.

The TIP's counnection mechanism has caused users some
problems. Perhaps a discussion of what the connection mechanism
is doing and how it works will alleviate some of the grief.

First of all, users attempting to connect to different Hosts
will never interfere with each other, although users
simultaneously attempting to connect to the same Host will be
serviced serially.

For the user, opening proceeds in three phases. In the
first, the user 1s queued up waiting to "get" the TIP's connection
mechanism, In the second, the user has gotten the TIP's

connection mechanism and is beginning the connection sequence. In
the third, the user has completed the connection sequence and is
waiting for the Host to open up the actual data connections. Many
»f the problems stem from the fact that only one user may be
vroceeding through phase 2 at a given time .o a given Host. Hence
the the TIP types out "Tryin¢g" when you get ofi the queue and the
connection mechanism begins trying to open your connections. Thus
the "Trying" message signifies the transition from phase 1 to
phase 2.

-9
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5. Use of Remote Sites

In stage four, the user 1is normally talking to the Hust
without concern for the TIP. All the TIP commards are still
available.

One command that wiil eventually be of interest here is
@ CLOSE

This command starts the shut-down procedure. The TIP will echo
"Closed"* when the process is finished. The TIP does not know how
to log you out of the remote lcst. You must do this yourself
before closing the coriection.

The virtual terminal has a key labeled "BREAK", Some real
termina.s have a break key, and some Host systems expect to see
breaks. Those terminals with a break key (but not the 2741 ATTN
key) may simply use it. Others must type the command

@ SEND BREAK

The interpretation of the break is entirely up to the receiving
Host -- many Hosts ignore it.

The virtual terminal also has a key labeled "SYNC". No real
terminals have such a key, and the function is unique to network
use. The "SYNC" key is a clue to the remote Host that there is an
important message which seems to be buffered in an "inaccessible"
place. The TIP and the Hest go to some trouble to get the SYNC
indication over a different channel which bypasses the normal
buffering conventions. The command to send a SYNC is

@ SEND SYNC
Typical usage of these commands might be @ S B followed by @ S S.

As stated earlier, the TIP nominally treats a carriage-
return typed by a user as a carriage-return/linefeed. The user
may cause the TIP to treat carriage-return as only cariiage-return
by executing the command

@CLEAR INSERT LINEFEED

*"Closed" indicates that the server Host aqreed to close both
halves of the TELNET connection simultaneously. If the halves of
the connection are closed one after another, "Closed R" followed
by "Closed T" (or vice versa) will be printed. If only one of
"Closed T" or "Closed R" is printed, wait a minute and the TIP
will force the other half of the connection to be closed.

k=10
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To return to the nominal moue of carriage-return/linefeed, the
command

@INSERT LINEFEED

should be executed.

If at any given time the user types characters faster than a
server Host will take them from the TIP, the TIP discards
characters it can not buffer and echos them witlL an ASCII BEL (on
a 2741, the type element is wigglec).

The user may sometimes use a server Host with which it is
desirable not to have @ be a TIP reserved character. The user can
change the character which introduces TIP commands using the
command

@INTERCEPT #

By typing RINTERCEPT followed by a decimal number representing an
ASCII character, the user changes the TIP command character for
his device to the ASCII character represented by the numher. Tre
INTERCEPT ESC command cesets the TIP command character to at-sign
(@). Thus,

@INTERCEPT 42
*INTERCEPT ESC

changes the TIP command character to asterisk (*) and back to
at-sign (@) assuming the device was in the nominal mode (?) hefore
the first command was executqd.

If the user attempts to change the intercept character but
fails to type a valid decimal number (or a character string
beginning with E) the TIP will type the diacnostic "Num" and will
set the intercept character to at-sign.
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e Connection Loss and Restoration

Starting with TENEX Hosts* running Software Version 1.32, if
TEMEX halts, the TIP will norify users connected to it of this
fact by typing "Connecticn Suspended". At this point the users
are free to do one of two things. First, they can wait till TENEX
restores service, in which case the TIP will type out "Connection
Restored” (or if after the the service interruption the connection
could not be restored, the TIP will type out "Host broke the

connection"). Alterr.atively, the user is free to open a
connection to any other Host, in which case the TIP will invisibly
close the TENFEX connection. It is also important to point out

that if a user just leaves his terminzi unattended across a TEMEX
service outage without releasing the connection (any network
related command such as @H, @0, @N, @C will do the job) his ijob,
directory, etc., are left at the mercy oi anyrre who acquires that
terminal.

Other Hosts may also implement the mechanisms which will allow
the suspension and restoration of connections.

412
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r. TIP News and User Feedback

There is frequently information which the group developing
and debugging the TIP system wishes to convey to TIP users. For
instance, when a bug is detected, we may wish to warn users not to
use a certain feature until the bug 1is fixed. When a minor
improvement is made, we may wish to notify users. Further, there
is frequently news about the state of the network or the state of
a particular Host which should be conveyed to TIP users. Finally,
TIP wusers may wish to communicate with the TIP development staff
or the Network Control Center staff about problems or suggested
improvements for the TIP or the network. Consequently, we have
constructed a mechanism which we hope wiil provide for
communication in all the above directions. This mechanism is the
Network Virtual TIP Executive.* To activate this mechanism, the
TIP user may give the TIP command @N. This command causes the TIP
to perform the necessary protocol to make a connection to the
Network Virtual TIP Executive which resides on several of the
network TENEX systems. Once the Network Virtual TIP Executive has
peen activated, we think 1its operation is self-explanatory.
Presently available features within the MNetwork Virtual TIP
Executive are a Network News feature, a Host Status feature, and a
"Gripe" feature. The latter provides users with a mechanism for
sending messages to the TIP development or NCC staffs. We
recommend that TIP users get the network news at the beginning of
every TIP session.

The TIP will normally prompt the user to consider reading the
news by typing the message:

Latest net news DATE
Use "@N<cr>" followed by "netnews<cr>"

at some point(s) during the usei's session. The point chosen is
at the time of terminal recognition for "hunting" terminals (see
Section 4.7A), or at each time a connection is closed for
"non-huntirg" terminals (see Section 5.A).

When a user issues an @N command, the TIP recuests support
from all cooperating servers. Thus, the user should be able to
reach "a news facility, somewhere, almost all of the time.
However, in the event that no cooperating server is available the
TIP will time out the @N command in about thirty seconds. An @C
command will abort an @N immediately.

- - - — - - - -

*A version of the Resource Sharing Executive being developed by
the BBN TENEX Group.

4-13
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Of course, TIP users with an immediate need for communication
with the NCC or TIP develcpment staffs should telephone (collect)
the Network Control Center (617-661-0100). Users with general
questions about network usage (How do I fird out if Host X is ever
going to be up again? What's happening with a Host/Host protocol
for graphics?) may also call the NCC.

-1y
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5. UNUSUAL USES OF THE TIP

The "usual" use of a TIP is to connect one of the terminals
which the TIP supports to a remote Host. We have tried to make
this operation as easy and natural as possible for the user.
"Unusual"” uses of the TIP are such things as connectinag a
non-standard terminal, talking terminal-to-terminal, or using
unusual orotocols. Such wuses are nossible, but wilthin the

constraints of the 7T1IP's size it has not always heen feasible to
make them easv.
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A. Device Parameters

The TIP uses a Hunt algorithm to aetermine device parameters.
On standard 1low speed terminals it works well and easily. 1If
something more complicated is desired, like eatablishing a rate
over 300 bps, the user must set these parameters himself.

The @DEVICE RATE command does not affect the hunt-bit,
Therefore, the only way to change a port to, or from, being
hunting is to have the TIP site liaison call the NCC and have it
done.

The TIP stores device parameters in a 10-bit field as shown
below:

! ---Input rate
--~Character size

---0Output rate

where characcer size is 5 less than the number of bits per
character and the 16 rates are zero, 75, 110, 134.5, 150, 300,
600, 1200, 1800, 2400, 4800, 9600, 19200, unused, unused, and
external clock. The 4800, 9600 and 19.2K rates are available only
for output.

The user can change device parameters with the command
@ DEVICF RATE #
where # is the decimal equivalent of the 10-bit field the user

wishes to establish. The command will often be e.ecuted from
another terminal (see Section 5-D below).
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Some examples follow:

@D R brs

178 110 ASCI1 in and out
308 150

373 300

438 600

503 1200

568 1800

633 2400

754 110 in 9600 out

243 134.5 2741 in and out

The user can set device code conversion with the commands

@ DEVICE CODE ASCII

@ DEVICE CODE EXTRA-PADDING
@ DEVICE CODE OTHER-PADDING
@ DEVICE CODE 37

EXTRA-PADDING is ASCII with a slow carriage-return. This mode has
been found to be useful with FXECUPORT, T.I., AND DATAPOINT 3300.
DEVICE CODE OTHER-PADDING is ASCIT for a line-printer which
requires special timina for a slow linefeed as well as a slow
carriage-return and also requires a minimum number of characters
per 1line of output. Two line-printers are currently handled via
the DEVICE CODE OTHER-PADDING option. These are the ODEC printer
and the FMOREX printer. A given TIP can bhe coufioured so that
DEVICE CODE OTHER-PADDING refers to either the UuFC or the MEMOREX
printer but not bhoth.

Often the device code commands will be executed by one
terminal for another terminal, as described in Secticn 5-D below.
Sumetimes they are executed as the last step before changing a
terminal's rate. The c¢ode sets ASCII, FXTRA-PADDING, and
OTHER-PADDING are similar enough so that a terminal shifting from
one to another will still be able to talk to the TIP. All are
basically ASCIi with different timing for the 2nd of line. DEVICFE
CODE ASCII clears the effect of the other three DFVICE CODF,
commands. The command

@DEVICE CODE 37

can be used to set up the TIP to correctly handle a Model 37
Teletype, namely to compute even-parity for output characters
{echoed characters have the parity they had when sent from the
terminal to the TIP).

A\
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B, Talking to Another TIP

One can talk to a device on another TIP (or yocur own TIP)
using the TIP as a fancy telephone connection. This is not
particularly easy, especially since the only label a TIP knows for
a device 1is its hardware port number, which neither user may
happen tc know. Supposing the port numbers are known, one must
establish a pair of conneclions between the two ports. The
protocol for makin¢ _onnections specifies that each end of each
connection will be labeled by a 32-bit so<ket number. The TIP
puts the port number in the high order 16 bits of the - cket
number, and 2 (or 3) in the low order bits for the receiving (or
sending) socket. The user must tell the TIP the Host number (in
decimal) and socket number (in octal) for the foreign end of both
the transmit and receive connections, for example, the commands

@ SEND TO HOST 158

@ RECEIVE FROM HOST 158

@ SEND TO SOCKET 1600002

@ RECEIVE FROM SOCKFT 1600003

Simultaneously the far end must establish the corresponding
parameters for his half of the connection. Then one side or the
other must initiate the connccticns usine the two commands

8 PROTOCOL T TRANSMIT
@ PROTOCGL TO RECLEIVFE

This will open the full duplex connection. In the example above
the connection 1is to Port 7 at lHost 158. Alternately, a shorter
seguence of commands may bhe uscd, namely

4 HOST 158

@ SEND TO SOCKET 1600002

@ RECEIVE FROM SOCKET 1600003
@ PROTOCOL BOTH

If the terminals are full duplex, it will probably be
necessary for each terminal to use ECHO ALL mode.

A problem in making TIP-to-TIP connections is ascertaining
the port numbers of the TIP ports between which communication is
desired. The greeting message typed by the TIP on a huntina port
inciuces the cctal port number. The @RESET command on nori~hunting
ports also provides this information (although it also logs out a
logged=-in user). In addition, the The Network Virtual TIP
Executive (@N) offers aid in this area through its TRMINF command.
The socket number printed by the TRMINF command is the octal port
number of the TIP terminal executina the TRMINF command via the @N
command,

In the future, we will make available wia the Network Virtual
TIP Executive a capability *¢n link and send messages to users on
5=4
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other TIPs and TIP ports by name. The capability already exists
in the Network Virtual TIP Executive for linking to users of some
server Hosts.
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C. Binary Mode

Seven-bit blkinary 1is possible wusing the regular TELNET
Protocol. It is necessary to turn on and off command
interpretation to allow the TIP input routines to pass along all
128 possible input characters. There are two commands to do this,

@ INTERCEPT ESC
@ INTERCEPT NONE

The first command puts the TIP in its normal mode, the second in
7-bit binary mode.

Eight-bit binary mode is possibl« uasing the commands

@ BINARY INPUT START
@ BINARY INPUT END

@ BINARY OUTPUT START
@ BINARY OUTPUT END

When a TIP is in binary output mode, all eight bits of characters
coming from the network are sent to the terminal. This may result
in strange things bkeing printed on a printer. It would probably
make more sense to send 8-bit binary output to devices such as
paper tape punches. When a TIP is in binary input mode, all eight
bits of characters entered at the terminal are sent to the
network.

Since commands from a terminal in binary input mode or
INTERCEPT NONE mode can no longer be recognized, removing a
terminal from these modes must be done with a command from another
terminal as described immediately below. As the TIP's default
mode is INSERT LIMNEFEED, the user will probably desire to CLEAR
INSERT LINEFEED (BC I L) before using 8-bit binary mode; perhaps
also for 7-bit binary mode.

(64
)
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D. Setting Another Terminal's Parameters

Any command may be preceded by a number, in which case it is
meant for a device other than your own. The device port number
must be in octal. For example,

@ 16 DEVICE RATE 633

would set the characteristics for device 16 to ASCII code, 2400
baud input and output. In this case we speak of "capturing"
device 16.

Such a mechanism needs some form of protection: the TIP
remembers the number of the capturing device and does not allow a
second device also to capture until the first device explicitly
agives up control with the command

@ 16 GIVE BACK

If a device chooses to capture himself by preceding any
conmand by his own device number he is ther invulnerable to
tampering from another device.

This format is usually used in conjunction with the DEVICE
RATE command to initialize some non-standard device, 1like a
printer or a high-speed CRT terminal.
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Bo The DIVERT OUTPUT Command

It 1s possible (with some care) to divert the output intende?d
for one terminal to another terminal. Presumably the second
terminal has a desired feature, like hard copy or high speed. The
command

@ 16 DIVERT OUTPUT

will cause all remotely generated cutput to be diverted from the
terminal on which the cormand was typed to Terminal 1A. This
state will continue until any other command is executed at the
diverting terminal. (Executing another command does not do a Give
Back.) Local-echoing will not be diverted, and input may proceed
at the diverting terminal.

This mechanism is not natural to the structure of the
program. In particular, the buffer allocation structure becomes
confused if the diversion aborts while output 1is in progress.
Chained diversion will also confuse the TIP. Please don't try
these things: all that will happen is that one or both terminals
involved will stop responding., 1In fact, in general, we discourage
use of the DIVERT OUTPUT command and suggest printing to TIP
devices other than the user's own terminal by programs 5-ch as the
TIPCOPY proqgram which runs on many network TENEXs.
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F. Editing

At the moment the only editing command available is

@ FLUSH
"YWich deletes all the characters in the TIP's input buffer. In
current practice this command is wused to clear out any odd
characters stuck in a TIP prior to giving an OPEN ccmmand. (The

TIP accumulates characters typed in during periods of
non-connection and sends them as the first data over a new
connection.)

To abort a command, type a rubout or merely make something
about the command illegal; for example,

@0 X

The "X" aborts the OPEN command.

5=
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G. wild

Setting a device wild allows the device to receive any
connection from a designated Host or to receive any connection
from any Host.. TIP ports cannct be set permanently wild from
other TIP ports, they must be set wild by the NCC. The command to
set a port wild is

@SET DEVICE WILD

This instructs the TIP to accept an attempt to connect from any
Host wusing any sockets. This command can be cancelled by the
command

@CLEAR DEVICE WILD

If a user desires to accept an attempt to connect from a
particular Host using any sockets the set of commands

@HOST #
@SEND TO WILD
@RECEIVE FROM WILD

should be used. This instructs the TIP to accept any attempt to

connect from the Host whose decimal address is specified in the
Host command.
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1, Low [evel Protocol Commands

Several low level TIP commands exist which allow the user to
manually do hHost/Host protocol. These commands are

INITIAL CONNECTIOI PROTOCOL
PROTOCOL BOTH

CLOSE

PROTOCOL TO TRANSMIT
PROTOCOL TO RECEIVE

RECEIVE FROM HOST #

SEND TO HOST #

HOST #

SEND TO SNCKET #

RECEIVE FROM SOCKET #

DD ODDOOEDDOD

Examples of the use of some of these commands are given
below.

@H 69 /"logging in" to a socket

@R F S 13 /other than socket 1

@I C P /on a server Host

@c /attempt to close both halves of

/an open connection
Closed R /closed R side of connection
Closed T /closed T side of connection

The rest of the low level protocol commands listed above were used
in the example of section 5-B.

Thera is one other low level protocol command, a command to
reset the NCP in the Host specified in a @ SFND TO HFOST command.
Sirce this command resets all connections between the TIP and the
specified Hoc*, it should only be wused as a last resort. A
responsible person at the TIP site should ccntact the NCC if the
need arises.
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I. Commands from the Network

When a TIP terminal receives the character 207 (octal) in the
input stream from the network, the characters following the 207 up
to the next linefeed are treated as a command typed on the
terminal keyboard. (The 207 takes the place of the @; the @
should not be sent through the network.) In this way Hosts can
remotely control the TIP terminals. For example, a Host might
send a command to the TIP which causes maximum size messages to be
sent from the TIP terminal to the Host. The TIPs themselves can
send commands to other TIP terminals by using the command

@ SEND COMMAND
which inserts the 207 character in the output stream to the
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